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Motivation
Ø Fast and incredible technology revolution.
Ø A new vision of what cities are and what cities should provide to populations.
Ø One of the features that smart cities should provide is the easy yet secure access to data which represent the

substrate of the smart-city life.
Ø Closed data are relevant for the full implementation of smart-knowledge-based communities.
Ø Access control becomes necessary.

Ethereum smart contracts, the Interplanetary File System (IPFS) and the eIDAS
European Regulation Ecosystem.
The idea is to implement on top of the above components, an Attribute-Based
Access Control mechanism (ABAC).

Concrete
solution
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Background
Ø Ethereum is a public blockchain-based platform that allows the development of decentralized applications.

There are two different kinds of accounts: the Externally Owned Account (EOA) and the Contract Account
(Smart Contract).

Ø Attribute-Based Access Control (ABAC) is an access control mechanism in which authorization is
computed evaluating the fulfillment of one (or more) required attribute.

Ø Smart cities can make an intelligent response to different kinds of needs. A city becomes a smart city when it
combines the usage of network infrastructure, software systems, server infrastructure, and client devices.

Ø IPFS is a peer-to-peer distributed file system. IPFS employs content-addressing to uniquely identify each
file. The IPFS user, when uploads a file to the system, will have back a unique cryptographic-hash string.

Ø XACML (eXtensible Access Control Markup Language) defines a declarative fine-grained, attribute-based
access control policy language.
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Our Proposal
Actors

Ø User U: a citizen that asks for data;
Ø Identity Provider IP: whose task is the management and verification of user identities;
Ø Attribute Provider AP: whose task is the management and verification of user attributes;
Ø Access Service Provider ASP;
Ø Publish Smart Contract PSC: an Ethereum Smart Contract used for the publication of documents on IPFS;
Ø Access Smart Contract ASC: an Ethereum Smart Contract used for verifying the policy and, where appropriate,

for granting the key for the decryption of the document;
Ø Oracle O: that is used by ASC for checking the validity of the certificate of U;
Ø Content Manager CM: who is in charge of encrypting documents, publishing them on IPFS, associating them

to the right policy and addressing the key-request when U fulfills its requirements;
Ø IPFS: used for storing data in a distributed way;
Ø Ethereum: a public blockchain allowing the development of smart contracts.
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Step of Our Proposal
1. Policy Setup
The CM associates the document 𝑑" with the policy �̂�.
Every category has a set of attributes related to and, as a
consequence, a different policy.
For example, we refer to the category of healthcare data.

2. Encryption
Every category (and every policy) has a different encryption key.
%𝑘 is the key associated with the policy �̂�.
CM encrypts 𝑑" with a symmetric encryption function by using the
key related to the policy associated with healthcare data.
Now, CM obtains the encrypted document 𝑒".
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Step of Our Proposal
3. Publication
The goal of this step is to publish on IPFS the encrypted
document 𝑒" and the related policy �̂�.
CM calls a function of the PSC through her/his Ethereum
address 𝐸𝑇𝐻+, with 𝑒" as input obtaining as output the
IPFS-hash ℎ" related to 𝑒".
At the same time, CM calls another function of the same smart
contract PSC to publish on IPFS the policy �̂�, thus obtaining the
IPFS-hash ℎ.̂.

At this point, CM maps ℎ" with the corresponding policy ℎ.̂ on
the PSC.
The result is a mapping between the policy �̂� and the list of
documents associated with.
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Step of Our Proposal
4. Attribute Verification
In this phase, the user U requests to ASC the policy that she/he has to satisfy related to healthcare, obtaining ℎ /. . In detail:
Ø U goes to ASP to request the assertion in which there is the information certifying the attribute to be a doctor;
Ø through a SAML2-compliant schema, ASP forwards the request to the Identity Provider IP;
Ø IP contacts the Attribute Provider AP (e.g. the medical board) asking for the certification of the attribute being a doctor;
Ø AP sends the reply to IP, which will contact ASP;
Ø ASP returns to U the assertion and the nonce related to.

𝐸𝑇𝐻0 sends a transaction to ASC calling a function in which she/he puts the hashed identifier of the assertion and the nonce as input.
ASC invokes the Oracle O, that is in charge of checking the overall validity of the previous steps with IP.
If the check succeeds, ASC emits an event in which it confirms the satisfaction of the policy.
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Step of Our Proposal

5. Key Granting

Ø CM sees the event of success on the blockchain.
Ø CM encrypts %𝑘 with U’s public key, obtaining 𝐸.10 (%𝑘).
Ø CM sends a transaction blockchain to 𝐸𝑇𝐻0 with the information about %𝑘 through the ASC having as input

data 𝐸.10 (%𝑘).
Ø Finally, U is the only one who can decrypt, with her/his private key, the ciphered key 𝐸.10 (%𝑘).
Ø After the derivation of %𝑘, U is able to decipher also 𝑒", thus obtaining 𝑑".

Mediterranea University of Reggio Calabria                                                                                                           Ancona, 04/02/2020



Security Aspects



14

Security Aspects
Our proposal:

Ø contrasts attacks on availability à the usage of IPFS avoids the central and unique point of failure,
since data are duplicated on multiple and random IPFS peers. Moreover, the DoS attack, would be very
expensive because every Ethereum transaction has a cost in terms of gas;

Ø obtains Non-repudiation à every action is logged into Ethereum and it can be verified at any time and,
in addition, Ethereum transactions are not editable after been mined;

Ø obtains Data integrity à thanks to IPFS by the usage of the IPFS-cryptographic-hash that is carried out
for every document published on the InterPlanetary File System;

Ø obtains Confidentiality à because sensitive and closed data are ciphered by the Content Manager and
the decryption key is given only to those users that fulfill the policy associated with them;

Ø reaches the goal of privacy requirement à since the Content Manager is not aware of personal and
sensitive information about users except for their attributes and their Ethereum addresses.
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Conclusions
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Ø The solution is based on Ethereum smart contracts for access control on distributed information in a smart
city scenario.

Ø The integration with the eIDAS ecosystem for attribute certification, with XACML for the implementation
of the enforcement into smart contracts and with IPFS as distributed file system, contributes to make
concrete our approach.

Ø As future work, we plan to conduct a careful security analysis, together with a full implementation of all
the components of the solution.
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